Topic Paper reference Dataset (if needed) Objectives

Industrial Control Systems

Attacks and detection 1 https://dl.acm.org/doi/pdf/10.1145/1966913.1966959 Implement attacks (sec. 5.4, 5.5., 5.6) on Tennessee Eastman plant

Attacking Modbus ink Implement a MODBUS simulator (using open source tools and simulators) and testing attack types in Table 4 of the reference paper

Anomaly detection Link Implement the anomaly detector on one of the two datasets

Internet of Things

TOCTOU remote attestation https://dl.acm.org/doi/pdf/10.1145/3460120.3484532 Implement the exchange needed by the attstetion protocol on your machine
SANA attestation Link Implement the exchange needed by the attstetion protocol on your machine
SIMPLE Link Implement the SIMPLE protocol

Authentication Link Implement the authentication protocol

Attack detection Link Simulator Implement an loT network, test, and detect attacks


https://dl.acm.org/doi/pdf/10.1145/1966913.1966959
https://pdf.sciencedirectassets.com/277415/1-s2.0-S1874548208X00022/1-s2.0-S187454820800005X/main.pdf?X-Amz-Security-Token=IQoJb3JpZ2luX2VjEKj%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEaCXVzLWVhc3QtMSJIMEYCIQDpVpg%2B%2F%2B%2FpxiDXXXwHk%2FCYJ89TtUW6h8DAnCBExjB9NwIhAOg2wDeVkqsRj1fQ4bQ8Lwdlh8%2BIbvEfz5dugKHrNXjaKrMFCGEQBRoMMDU5MDAzNTQ2ODY1Igx%2FzqVC%2BRKJ3QskTuUqkAXdEgZuVkVTHE8NEV7wV%2FXMH40Rhq%2Bh98CRlbb%2Fhxl9xjkt%2FeVHprLdsN5KFKt4%2FaaDFJvu5gsPe1u315uQaN5EdsioYgohfcvwfMgFINs112J7pPSAIZmQ5MbCOAHFOtJYrgG8mIi0%2BnENGp%2Fj20IAuawpIff%2FYK%2B7sQ%2F0sGzmB%2BNiqPfPd6spnvk4Ip36i0OR%2BEQUXB08LSLexS4UlZEYIBftAHLXRUdux317vfecxOVVwzq5owSUCID%2B0XayRH%2FlDYlOxq13jkqWAhEqVaWAhL7qVVP0X3%2F1bBmnv02E18S8CC7hWdpTmb4kl8OLEUsBflMkfCVQJ%2B5NomHO49mDEAh9oSb45yFAHC4M7K5QQ5DjjzM1PNpqDB9xCChN0IBOA4XaLzfM0NoWyUYoNAs72%2FSPtntmK%2B6kEzkfz%2BnCMOgF6EIkI6lVwVOxoL25Wd3jMQgEU6KDpOvdHR52EGtQ7%2BqTKRJklva9uKVGSsRJI0PFXL%2BpVp9ff4M5p77DybwrpYRrMYJ6yJKVuCusmogq%2F7Y1hl4CceIZVeV0KXMV0abus090RzVjo7xpVH%2FvcGBLrw6jLDe0cb%2FIH6TtkH%2FdbiRLuqDQF4mtCTigYng20GsNnZr3nOHl1LrBUdH8Atm4iCD%2BvwrbtBsBCNCo6rEgC9G%2B8UuBw4BZ4LVMNX5gI5grrBKuJOdYtb3%2B0CRjOaHXem%2FycHkztff4wZw0qFjlcSQlcrSnvbg6qVkfFHWvnfYUMl8N5YzLnKyEMyQ2XgZFg2N%2BSnw1TNoC7iKs%2F6RaMKdnettrDKWH8yIWuV%2BZ5dG2rkGaBp%2B3N7wi72ZKd8roPAoRGF%2BFs7aTXxdapFAdxtU7vHCE2B40HJ5gN4CWRTDHs7%2BtBjqwAUozRbN4SResSFM7xwfB%2FlPrqkHRjp80pAa8NJ%2BhTGqQKH1gAlLd75TKkqUUiWp0Fi5eJ1GSswzHdVGPj0sRxDPjIwrh3gXpaWXXXZyTCEkdn4nIBJmI3jRCX%2FitZDuKUxTYBA38M%2Bjdu2GwQ8OSXT65EmE4pQCInJX76xFI5tQaO1mS6%2BgXpIC7OMHjh1vvymW5OLfsOFa7o5Pf8I%2BbvkQXwVMj1QT1Veis0Ir2hiMw&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Date=20240123T162510Z&X-Amz-SignedHeaders=host&X-Amz-Expires=300&X-Amz-Credential=ASIAQ3PHCVTYQEZKXIGR%2F20240123%2Fus-east-1%2Fs3%2Faws4_request&X-Amz-Signature=5e25711963ea7bf5ee0f658b1a9031b081926f7df499431ffa3b2db0d1648501&hash=f213703f301e32cd45615c7999b3e433d07702cfe5d38b0c1c453e0c1739d8eb&host=68042c943591013ac2b2430a89b270f6af2c76d8dfd086a07176afe7c76c2c61&pii=S187454820800005X&tid=spdf-eba9f4e5-f8c6-49b8-9b23-685ca2128c03&sid=fab971e46d138940668bab4166134086aa1dgxrqb&type=client&tsoh=d3d3LnNjaWVuY2VkaXJlY3QuY29t&ua=13145a56075652555107&rr=84a1641ffca65255&cc=it
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9403989
https://dl.acm.org/doi/pdf/10.1145/3460120.3484532
https://dl.acm.org/doi/pdf/10.1145/2976749.2978335
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9096052
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=8455985
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=8765272
https://ns3simulation.com/contiki-cooja-simulator/

