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Tools of the trade

ComNetsEmu Network Emulator includes:
* Mininet

* Docker

* RYU Controller (in Python)
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Docker

Containerized Applications Virtual Machine | | Virtual Machine | | Virtual Machine

App A App B AppC

Guest Guest Guest
Operating Operating Operating
System Systemn System

Infrastructure Infrastructure

Host Operating System

https://www.docker.com/resources/what-container
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mn --topo single,2

Mininet

mn --topo linear,3,2

https://mininet.org/
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mn --topo tree,3,2
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mn --topo torus,3,3
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Architecture

https://git.comnets.net/public-repo/comnetsemu
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Exercise 1 — Simple network with simple controller

TERMINAL 1 // create network
sudo mn --topo single,3 --mac --switch ovsk --controller remote
links

Controller

TERMINAL 2 // sniff and visualize packets
sudo tcpdump -s0 -i lo 'port 6653' -w test.pcap

&
& || ]

wireshark test.cap {'i'i?%"‘é"i‘,.

Dpe;;lriu; C 1270016634 1:|pu:1:||:u_,urrr space '
TERMINAL 3 // start a RYU controller e ctethe B
ryu-manager ryu.app.simple_switch_13 . ﬂ/ ‘ \ aatho
TERMINAL 4 // dump flows table on switch s1 100.0.1 10003

10.0.0.2

sudo ovs-ofctl dump-flows s1
EXPERIMENT
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Exercise 2 — Simple network with controller and STP

TERMINAL 1 // create network
sudo mn --topo single,3 --mac --switch ovsk --controller remote
links

Controller

TERMINAL 2 // sniff and visualize packets
sudo tcpdump -s0 -i lo 'port 6653' -w test.pcap

&
& || ]

wireshark test.cap {'i'i?%"‘é"i‘,.

Dpe;;lriu; C 1270016634 1:|pu:1:||:u_,urrr space '
TERMINAL 3 // start a RYU controller et cteth2 B
ryu-manager ryu.app.simple_switch_stp_13 " ﬂ/ ‘ \ et
TERMINAL 4 // dump flows table on switch s1 100.0.1 10003

10.0.0.2

sudo ovs-ofctl dump-flows s1
EXPERIMENT
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Exercise 3— Simple network with REST API

TERMINAL 1 // create network
sudo mn --topo single,3 --mac --switch ovsk --controller remote
|inkS Controller

TERMINAL 3 // start a RYU controller oopbadd,
ryu-manager ryu.app.simple_switch_rest_13

\ _
OpenFlow C erBiR Rl  dpctl (user space
Switch - FoCo

TERMINAL 4 // dump flows table on switch s1 /‘\
=

hl-eth
sudo ovs-ofctl dump-flows s1 ] hmhﬁ.-

10001 10.0.0.3
16.0.0.2

TERMINAL 5 // interact with the switch
curl -X GET http://[127.0.0.1:8080/simpleswitch/mactable/0000000000000001
curl -X PUT -d '{"mac" : "00:00:00:00:00:01", "port™ : 1}’ \
http://127.0.0.1:8080/simpleswitch/mactable/0000000000000001

EXPERIMENT
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Exercise 4- A first example of SDN application: APP monitor

TERMINAL 1 // create network
sudo mn --topo single,3 --mac --switch ovsk --controller remote

Iinks Controller
TERMINAL 2 // sniff and visualize packets B
sudo tcpdump -i s1-eth2 -w test.pcap ﬁ';?'if;’?;,‘
\ __
OpenFlow 1270016634 RN SE] 1w
TERMINAL 3 // start a RYU controller "sw C i '
ryu-manager ryu.app.simple_simple_monitor_13 /ﬁ“R
hl-eth h3-ethd

[ h2-ethd [ |

TERMINAL 4 // we want to trace all traffic in port s1-eth2 L [ —
100.0.1 hz 10.0.0.3

sudo ovs-ofctl add-flow s1 in_port=2,actions=output:1,3 1000.2

sudo ovs-ofctl add-flow s1 in_port=1,actions=output:2,3

EXPERIMENT



