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General Architecture

loT Platform
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Dynamic Maintenance Management System for Railway Operators

Leveraging highly granular telemetry data, it becomes possible to shift from standard
maintenance schedules to dynamic plans that reflect the specific status of each and
every component of the train m,_m - TRANSATIONAL SYSTEMS

IT/OT data convergence
PHEDIET mP:tﬂp 1W:L;I.E’EII.IE.'»'.M'E PH‘E.:IW.-EE.‘.EIHE
Remote diagnostic on the current operational conditions Sl
Predictive models to denve probability of future failures .
Indicators-based planning, considering current and future
detailed life- and health-status of each component B T T S
ACT '
Dynamic optimization of maintenance schedules based on A
operational needs, and availability of resources - Wheels
..4—Engine
B T " t— Doors
>700 TB of data managed annually S B S —P?ntngraph
— AfC
8 - 10% reduction in maintenance costs r o -

Improved reliability and customer service _’I TRENITALIA



Real-Time Aircraft maintenance
Avoid unplanned downtime, increase turn-around-time and service levels

SENSE
« ~1 TB per flight :
J A SAP Predictive Maintenance and Service
« Trending and alert = _
management framework
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« Stream and analyze millions of
signals/second

* Probability of failures

ACT

« Integrate analysis with SAP
Plant Maintenance

» Schedule maintenance order
ahead of time

+ Schedule resources for on-
time availability

Wap Markers

https://www youtube_com/watch?v=ZSYITS9pcUE



Live Boldly. Live Actively. Live More.

An innovative life insurance solution that rewards healthy living!

At John Hancock, we're taking a whole new approach to life insurance. With
it, you can save on your premiums and earn valuable rewards and discounts

by simply living a healthy life. In fact, the healthier your lifestyle, the more
you'll save and the greater your rewards.

Life insurance with the John Hancock Vitality Procgram offers:

» Reliable protection from a company you know and trust
» The cpportunity to significantly lower your annual premiums

» Personalized health goals, simple tips, and a free Fitbit® to track
your progress

» Entertainment, shopping, and travel rewards and discounts

Learn more about the program and explore stories, tips and
resources on living a longer, healthier life.



MEWS

DDoS attack shows dangers of loT 'running rampant’

Experts, U.S. senator call for greater Internet of Things security

“ Stiamo costruendo un mondo in cui la tecnologia funziona sempre

VERTIV.. SCOPR Of Pt

ASCOA Chloride® Liebart® MetSure™  Trelis™
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After DDOS attack, senator
seeks industry-led security
standards for 1aT...
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Code in the wild to infect
millions of loT devices for
crippling DDoS attacks

Hackers abusing a 12-year-old
flaw to attack the internet of
insecure things
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https://www.safetydetective.com/blog/rdm-report/

‘& SafetyDetective REVIEWS WRITE REVIEW  TOOLS COUPONS  BLOG

Home Blog Major Security Breach Found in Hospital and Supermarket Refrigeration Systems

Major Security Breach Found in Hospital and
Supermarket Refrigeration Systems

=
Report: Freezers g
and Chillers in

Hospitals and

Retail Chains
=<1l Accessible e .
| Fr=ioe  Online e

Updated February 12, 2019

Israeli hackers and activists Noam Rotem and Ran L from =~ ete research lab have uncovered a major
security breach in temperature control systems manufactured by : : |, a Scotland-based

remote monitoring solutions company.

These control systems are used by hospitals and supermarket chains all over the world, including Marks

& Spencer, Ocado, Way-on, and many others.



INDUSTRY 4.0

DATA TYPES DATA SIZE (PER WEEK) EXAMPLES

Machine parameters ~5 GB per machine Used to monitor machine performance: dispense height, placement (x, y, ), belt speed,
and error logs flow rate, oven temperature, laser power, etc.

Machine events ~10 GB per machine Used to measure process time: start dispense, end dispense, start setup, and end setup
Defectimages from ~50 MB per unit or Used to identify root cause of failure modes, defect commonality, defect mapping
vision equipment 750 GB per lot
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INDUSTRY 4.0

Preventive Maintenance @ « no in-process sensors needed
Systems are maintained at fixed reduces uliplanned downtimes

intervals to ensure continuaus

)

waste in life cycles of spare parts J

availability. "+ excessive maintenance and downtime
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Condition Based Maintenance ® » good usage of equipment life cycle
Systems are maintained based + limits unplanned downtimes
on simple rules using equipment ~~, * limited failure forecasting accuracy
information. =) « medium risk of failures remains
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Predictive Maintenance ® » optimal usage of equipment lifetime
Systems are maintained before failure, + minimizes unplanned downtimes
FJU'E el 3.5 long as possible without ~~ * upfront investment necessary
Interruption. ‘"’ + expert knowledge required
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INDUSTRY 4.0

Production Lines Product Line Floor - Select Line ~ v | Production Line Details
Atlanta & singapore A @ Choose a line to view its details
[} ,
Frankfurt  Raleigh - = - s Machine Tele metry
§ m a’ & B L Eli
Line  Current Run Time Left Status {( |
Line Standard Run -89 @ ki e & Choose a machine to view its telemetry
1 Genco Pura Haurs
Line | Standard Run -89 @ | =
2 Sterling Cooper Hours
Line Standard Run -87 @
3 Good Burger Hours
Line Standard Run -88 @
4 Cheers Hours 2
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Line | Standard Run -85 @ i ;
5 Good Burger Hours -
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6 Wonka Hours -
Facility Calendar !
December 15, 2017
wesk day taday < > E gg
Friclaw F | SE |




INDUSTRY 4.0

Zelect | End Date 111/ 201!
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ANOMALY DETECTION

— ANOMALIES i §

P1pe C[_jttij""]g - Line 7 GHnneE Time interval today v

~ Timestamp Estimated

06:02 17 Feb 2018 1-15
09:40 17 Feb 2018
13:04 17 Feb 2018
17:05 17 Feb 2018
19:57 17 Feb 2018

23:27 17 Feb 2018




Forecasting

5 Year Forecast - Auto Accessories (Online Sales)

TJ00 Car Accessories, UK, 000's

Bast Case,
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Actual Office for Mational Statistic data 5 Year Forecast



Edge Computing

Simple Edge Computing Architecture

Internet
Cloud Layer

Edge Networking

Edge Laye r [ Edge Node / Server ] Edge Node / Server ] [ Edge Node / Server ]
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Wired

#Modbus \\Bus @ KNX

Wireless

Short-range
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